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Background: The rapid expansion of digital gambling platforms significantly amplifies
consumer vulnerability and gambling related harm, yet interdisciplinary literature synthe-
sizing cognitive distortions, Al driven marketing personalization, and regulatory gover-
nance gaps remains limited. Objective: This study aims to synthesize empirical and theo-
retical evidence on how cognitive biases shape gambling behavior and consumer vulnera-
bility across psychological, technological, socioeconomic, and regulatory dimensions.
KEYWORDS Methods: A qualitative literature review combining narrative and scoping review designs
was conducted, examining 37 eligible studies selected via the PRISMA framework and ana-
lyzed using thematic synthesis. Results: The findings demonstrate that cognitive biases,
including the illusion of control, overconfidence bias, gambler's fallacy, and heuristic thin-
king, interact with Al driven marketing personalization to reinforce persistent high-risk
betting. These dynamics disproportionately harm vulnerable populations, culminating in
acute psychological distress, severe debt accumulation, and broader socioeconomic insta-
bility exacerbated by cross border regulatory deficits. Conclusion: Mitigating digital gam-
bling harm requires an integrated framework combining ethical Al governance, transparent
marketing standards, public health interventions, and robust regulatory enforcement.
Originality/Value: This review article advances scientific knowledge in the fields of beha-
vioral economics, consumer psychology, and public health by synthesizing the evolving
literature regarding cognitive biases and predictive digital marketing that has remained
underexplored. It maps theoretical and methodological gaps while serving as a strategic
reference for regulatory bodies and policymakers in formulating responsible gambling
frameworks.

Cognitive bias;

Digital marketing;
Gambling behaviour;
Consumer vulnerability;
Mental health;

1. INTRODUCTION This topic attracts widespread atten-tion because digital

_ ) ) ) i gambling platforms severely exacer-bate broader risks;

The rapid proliferation of gambling across both offline i}« World Health Organization [WHO] (2024) highlights

and online environments has emerged as a pressing con- ¢ electronic and online gambling contribute not only to

cern globally, with digital technologies enabling pervasive j,jjyidual mental health issues and financial strain but also
engagement (Badu, 2024; Bedford, 2024; National Gam- ¢, g3mily breakdown, corruption, and money laundering.

bling Board [NGB], 2024). The global gambling industry is According to theories of cognitive behavior and deci-

growing rapidly, with consumer losses expected to ap-  gjon making in design, consumer choices in high-risk envi-

proach US$700 billion by 2028 (Wardle etal, 2024 -verify  1,nments should ideally rely on rational assessment of

citation and add to T‘eference hSt)'_ drlvgn 51gn1f1cantly' by probability and objective awareness of systemic risks. In
smartphone access in low- and middle-income countries.

* Corresponding Author: Michael Mncedisi Willie, M m.willie@medicalschemes.co.za

Policy Research and Monitoring, Council for Medical Schemes, Pretoria, South Africa
Address: Block A Eco Glades 2 Office Park, 420 Witch-Hazel Avenue, Eco-Park Estate, Centurion, 0157, South Africa

Copyright @ 2026 by the author(s). This article is an open-access article distributed under the terms and conditions of the Creative
Ty Commons Attribution-ShareAlike 4.0 International (CC BY-SA 4.0) License (https://creativecommons.org/licenses/by-sa/4.0/).


https://portal.issn.org/resource/ISSN/3064-3465
https://portal.issn.org/resource/ISSN/3064-271X
https://ojs.aeducia.org/
https://ojs.aeducia.org/index.php/ijcp
https://doi.org/10.64420/ijcp.v3i2.521
https://creativecommons.org/licenses/by-sa/4.0/
mailto:m.willie@medicalschemes.co.za
https://orcid.org/0000-0003-4322-7857

Willie, M. M. (2026)

an ideal cognitive state, human judgment remains free
from systematically distorted patterns of thinking to avoid
choices that are fundamentally irrational (Delfabbro &
Winefield, 2000; Lockton, 2012; Rockloff et al., 2024; Abel
et al,, 2021). Under these optimal theoretical frameworks,
individuals are expected to possess an accurate understan-
ding of risk mechanics to prevent persistent hazardous
engagement. Rather than operating under these ideal ra-
tional parameters, however, real-world decision-making is
severely disrupted by cognitive vulnerabilities, such as il-
lusions of control, optimism bias, and overconfidence,
which distort perceptions of reward and lead consumers to
underestimate potential losses (Philander & Gainsbury,
2021; Torrance et al., 2021; Al-Hadrawi & Jawad, 2024;
Elem et al., 2024).

The real-world problem shattering this ideal baseline
is the profound disconnect between digital participation
and risk awareness, which disproportionately exposes sus-
ceptible demographics to financial, social, and psycholo-
gical harms. In South Africa, the NGB (2025) explicitly no-
tes a continued rise in online gambling and highlights per-
sistent vulnerabilities among youth and low-income
groups. A real phenomenon demonstrating this vulnera-
bility is the behavior of tertiary students exposed to unre-
gulated services and aggressive digital marketing. Recent
survey data reveal that while 43.3% of students report
engaging in online gambling, a striking minority of only
28% demonstrate an accurate understanding of the asso-
ciated digital risks. This problem is further compounded by
the fact that, despite 62% of students claiming moderate
digital literacy, a vast majority still suffer significant psy-
chological stress (76.4%) and academic difficulties
(56.6%), indicating that literacy alone is insufficient to
mitigate the harmful consequences of online gambling.

Research regarding cognitive biases and behavioral
risks in digital environments has been conducted extensi-
vely in recent years. Various studies show that factors such
as overconfidence and the feeling of being lucky lead peo-
ple to place riskier sports bets than rational models would
predict, thereby amplifying financial losses and prolonging
engagement (Chegere & Falco, 2025). Other studies also
confirm that repeated engagement with betting platforms
strongly reinforces these biases through experiential lear-
ning and experiential reinforcement schedules (Willie,
2026). Findings from these current lines of research show
that the modern digital gambling landscape actively mani-
pulates these cognitive distortions by leveraging Al-driven
personalization, gamified interfaces, social media ads, and
influencer campaigns to normalize high-risk behavior and
encourage continuous play (Mihai et al., 2025; Karami et
al,, 2024; Chinnathurai, 2025; Kabir et al., 2025; Gainsbury
etal, 2016; Rossi & Nairn, 2022; Bolat et al., 2024).

Unfortunately, empirical studies that have been con-
ducted regarding this phenomenon are still limited, as
most prior research addresses cognitive traits, marketing
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tactics, and socio-economic harms in isolation rather than
providing a comprehensive, integrated picture. While
quantitative data have established a clear connection bet-
ween gambling and severe outcomes like suicidality, pre-
vious studies have largely ignored the underlying qualita-
tive and socio-technical dynamics that drive these transi-
tions. Marionneau & Nikkinen (2022) argue that qualita-
tive research is essential for understanding the personal
and social processes that turn gambling behavior into sui-
cidal ideation or action. Furthermore, existing methodolo-
gies for estimating the overall social costs of gambling vary
widely, leaving substantial empirical gaps regarding the
uniform economic and social burdens imposed on vul-
nerable groups (Hautamadki et al., 2025;-). To address this
gap, this study offers a comprehensive synthesis of cogni-
tive, marketing, socioeconomic, and regulatory dimen-
sions.

This study provides a significant contribution through
the development of a conceptual framework that is capable
of explaining the multidimensional interactions between
human cognitive bias and Al-driven personalization more
comprehensively. The framework and model produced are
expected to enrich the scientific literature, strengthen the
conceptual foundation for subsequent research, and provi-
de practical guidelines for researchers and academicians.
Practically, this study provides an empirical basis for go-
vernments, educational institutions, and policymakers to
design evidence-based policies. This research is essential
to address the regulatory challenges of cross-border online
trade, eliminate digital platform loopholes, and strengthen
consumer protection enforcement against illegal opera-
tions (Hornle & Zammit, 2010; Kerti, 2025). Ultimately, it
provides a foundation for the ethical deployment of Al and
responsible marketing to ensure technological innovations
do not exploit consumer vulnerabilities (Bahangulu &
Berko, 2025; International Chamber of Commerce, 2020;
Islam et al., 2024).

This study aims to synthesize the current empirical
and theoretical evidence on the role of cognitive biases, Al-
driven gambling marketing, socio-economic and mental
health impacts, and regulatory oversight in shaping gam-
bling behavior in South Africa. The focus of this study is to
improve the systematic understanding of digital gambling
risks, map the critical disconnect between digital literacy
and risk management among vulnerable populations, and
provide multi-level strategic insights that can guide com-
prehensive public health initiatives, ethical Al governance,
and robust regulatory protections to safeguard vulnerable
groups and promote responsible gambling practices.

2. METHOD
2.1 Research Design

This study employed a qualitative literature review
using a combination of narrative review and scoping re-
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view approaches (Paré & Kitsiou, 2017; Snyder, 2019;
Sukhera, 2022). A narrative review was selected because it
enables a comprehensive interpretation and critical dis-
cussion of evidence drawn from diverse disciplines. In con-
trast, a scoping review facilitates the systematic mapping
of existing literature, identifies key concepts, summarizes
available evidence, and reveals research gaps. The integra-
tion of these two approaches was considered appropriate
because the phenomenon of gambling behaviour is multi-
dimensional, involving psychological, behavioural, techno-
logical, socio-economic, and regulatory perspectives that
cannot be adequately addressed through a conventional
systematic review alone.

The review focused on synthesizing empirical and
theoretical evidence concerning cognitive biases, Al-dri-
ven gambling marketing, consumer vulnerability, socio-
economic consequences, mental health outcomes, and re-
gulatory governance in South Africa and comparable inter-
national contexts. This methodological approach provides
a comprehensive understanding of how these dimensions
interact to shape gambling behaviour and consumer vulne-
rability.

2.2 Research Object

The object of this research consisted of published
scientific literature examining the influence of cognitive
biases on gambling behaviour and consumer vulnerability.
The review incorporated peer-reviewed journal articles,
master's theses, government reports, policy documents,
and other relevant grey literature discussing cognitive bia-
ses, gambling behaviour, digital marketing, artificial intelli-

194
records identified through
database searches and
grey literature

|dentification
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gence, mental health, socio-economic impacts, and gam-
bling regulation.

Studies published between 2000 and 2026 were in-
cluded to capture the evolution of gambling research from
traditional gambling environments to contemporary Al-
driven digital gambling platforms. Literature from both
Global North and Global South contexts was reviewed to
provide broader theoretical and empirical perspectives
while maintaining particular attention to the South African
gambling landscape.

2.3 Instrument and Data Collection Procedures

A systematic literature search was conducted using
Scopus, Web of Science, PubMed, PsycINFO, and Google
Scholar. Search terms included “cognitive bias”, “gambling
behaviour”, “online gambling”, “digital marketing”, “ar-
tificial intelligence”, “consumer vulnerability”, “mental
health”, “regulation”, and “South Africa”, with additional
grey literature identified through reference screening. A
total of 194 publications were initially retrieved, followed
by duplicate removal, title and abstract screening, and full-
text assessment based on predefined inclusion and exclu-
sion criteria. Studies addressing cognitive biases, Al-driven
gambling, socio-economic or mental health impacts, and
gambling regulation were considered eligible. After the
screening process, 37 studies met the eligibility criteria
and were included in the final thematic synthesis. The
overall study selection process followed the Preferred
Reporting Items for Systematic Reviews and Meta-Ana-
lyses (PRISMA) framework to improve transparency and
reproducibility of the review process (Page et al., 2021).

34
g duplicates removed
é .
A v
160 ]

records screened
(titles & abstracts)

v

60
full-text articles assessed
for eligibility

Eligibility

37
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—
(=}
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studies included in
final analysis

—
100 records excluded
* Not relevant to gambling, cognitive
. bias, or digital marketing (n = 45)
®
« Not empirical or theoretical studies
(e.g., commentary, editorials) (n = 20)
* Outside publication date range
(before 2000) (n =10)
= Non-English language (n=25)
* Other reasons (e.g., inaccessible
full text) (n = 20)
N J
( &
23  full-text articles excluded
* Did not meet inclusion criteria
for study type (n =10)
* Insufficient methodological quality (n = 8)
* Focused on unrelated regions
or populations (n=05)

Fig. 1. PRISMA Flow Diagram of study Selection
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To illustrate the temporal distribution of the selected
literature, publications were further classified according to
five-year publication intervals. This analysis demonstrates
the increasing scholarly attention devoted to cognitive bia-
ses, digital gambling, artificial intelligence, and consumer
protection in recent years.
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Fig. 2. Distribution of Sources by Five-Year Period

Distribution of included sources by 5-year publication
range. This bar chart shows the temporal spread of the
thirty-seven selected studies, highlighting the concentra-
tion of research in the most recent 5-year periods and de-
monstrating the growing focus on cognitive biases, gam-
bling behaviour, and digital regulation.

2.4 Data Analysis

The selected studies were analysed using thematic
synthesis (Paré & Kitsiou, 2017; Snyder, 2019; Sukhera,
2022). This analytical approach was selected because it
enables the integration of findings from heterogeneous
study designs while identifying conceptual relationships
across different research traditions.

The final synthesis organised the evidence into four
major thematic dimensions: 1) Cognitive biases influen-
cing gambling behaviour; 2) Al-driven digital marketing
and behavioural manipulation; 3) Socio-economic and
mental health impacts on vulnerable populations; 4) Regu-
latory governance, consumer protection, and ethical Al
considerations.

The thematic synthesis facilitated the identification of
recurring patterns, similarities, inconsistencies, emerging
trends, and research gaps across the literature. Further-
more, it enabled a multidimensional interpretation of the
interaction between cognitive biases, digital marketing
technologies, socio-economic vulnerability, and regulatory
environments in shaping gambling behaviour. The findings
generated evidence-based recommendations for future re-
search, responsible gambling policies, ethical Al gover-
nance, and consumer protection strategies (Islam et al,,
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2024; Bolat et al., 2024; Chinnathurai, 2025; Kabir et al.,
2025).

3. RESULTS AND DISCUSSION
3.1 Results

3.1.1 Cognitive Biases in Gambling

Cognitive biases are systematic patterns of thinking
that distort judgment and decision-making, often leading
individuals to make choices that are not entirely rational.
In gambling, these biases can strongly influence behaviour,
increasing the likelihood of repeated play and risky deci-
sions (Delfabbro & Winefield, 2000). Common biases in-
clude:

[llusion of Control: Gamblers believe they can influen-
ce outcomes that are completely random, such as slot
machines or roulette. This cognitive distortion frequently
results in excessive betting and overconfidence in personal
winning strategies (Philander & Gainsbury, 2021).

Overconfidence Bias: Individuals systematically ove-
restimate their ability to predict random outcomes, mana-
ge financial risks, or understand complex gambling sys-
tems, which typically results in larger or more frequent
wagers (Al-Hadrawi & Jawad, 2024).

Gambler’s Fallacy: This bias leads players to in-
correctly believe that past outcomes influence future ones,
for instance, confidently expecting a “win” simply because
they have experienced a consecutive series of losses
(Chegere & Falco, 2025).

Heuristic Thinking: Simplified mental shortcuts, like
chasing losses or relying heavily on “lucky numbers,” often
override a rational assessment of probability, increasing ir-
rational persistence despite compounding negative con-
sequences (Elem et al., 2024).

These biases are further reinforced in online gambling
environments through Al-driven personalisation, gamified
interfaces, and targeted marketing, which create tailored
experiences that exploit existing psychological tendencies
to encourage continuous engagement (Chinnathurai,
2025). Vulnerable populations, such as young adults, stu-
dents, and low-income individuals, are particularly suscep-
tible, as these cognitive distortions directly interact with
acute socio-economic pressures and limited financial lite-
racy (Savolainen et al., 2025).

3.1.2 Cognitive Biases and Behavioural Risks

The cognitive biases described above directly in-
fluence gambling behaviour by altering how individuals
perceive uncertainty, probability, and expected rewards.
Rather than making decisions based on objective evidence,
gamblers frequently overestimate their chances of winning
while underestimating potential losses. These distorted
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perceptions are reinforced through repeated gambling
experiences, particularly within online betting environ-
ments where immediate feedback and continuous reinfor-
cement encourage persistent engagement (Abel et al,
2021; Chegere & Falco, 2025).

Behavioural risks become increasingly evident when
gamblers engage in loss-chasing, excessive wagering, and
repeated participation despite accumulating financial los-
ses. Overconfidence in understanding gambling mechanics
often results in greater monetary losses and prolonged
gambling sessions, especially among young adults and
inexperienced gamblers. Similarly, heuristic decision-ma-
king promotes irrational persistence by encouraging indi-
viduals to interpret random events as meaningful patterns
or indicators of future success (Philander & Gainsbury,
2021).

These behavioural tendencies are further intensified
among socio-economically disadvantaged individuals, who
may perceive gambling as an opportunity to improve their
financial circumstances. Limited financial literacy and eco-
nomic pressures often increase susceptibility to risky gam-
bling decisions, creating a cycle in which cognitive biases
reinforce behavioural persistence while worsening finan-
cial vulnerability (Badu, 2024; NGB, 2024). Consequently,
effective interventions should address not only behaviou-
ral patterns but also the psychological mechanisms un-
derlying gambling-related decision-making.

3.1.3 Digital Marketing and Al Influence

The rapid expansion of digital technologies has funda-
mentally transformed gambling marketing strategies. So-
cial media platforms, influencer promotions, gamification,
and Al-driven recommendation systems increasingly sha-
pe consumer behaviour by delivering highly personalised
gambling content (Gainsbury et al., 2016; Rossi & Nairn,
2022; Bolat et al,, 2024).

Artificial intelligence enables gambling operators to
analyse user behaviour and deliver tailored advertise-
ments based on previous gambling activities and personal
preferences. Such personalised marketing increases user
engagement and reinforces gambling participation by con-
tinuously exposing individuals to relevant promotions and
incentives (Mihai et al., 2025; Garcia-Pérez et al., 2024). At
the same time, gamified interfaces create immersive expe-
riences that encourage repeated interaction while obscu-
ring the actual probabilities of winning.

Children, adolescents, and young adults are particu-
larly vulnerable to these digital marketing strategies be-
cause influencer-generated content frequently portrays
gambling as entertaining, socially acceptable, and finan-
cially rewarding. As repeated exposure normalises gam-
bling participation, consumers become increasingly sus-
ceptible to behavioural manipulation and engagement
with illegal or lightly regulated online gambling platforms
(Elem et al., 2024; Savolainen et al., 2025).
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Beyond behavioural influence, Al-driven gambling
marketing also raises important ethical concerns regar-
ding algorithmic transparency, consumer privacy, and fair-
ness. Without appropriate governance, personalised algo-
rithms may exploit psychological vulnerabilities for com-
mercial gain, highlighting the need for ethical Al imple-
mentation within digital gambling environments (Karami
et al,, 2024; Bahangulu & Berko, 2025; Chinnathurai, 202).

3.1.4 Socio-Economic and Mental Health Impacts on Vulne-
rable Groups

The consequences of gambling extend beyond indivi-
dual financial losses and create broader social, economic,
and public health challenges. Participation in illegal or un-
regulated gambling platforms substantially increases the
risks of debt accumulation, financial insecurity, reduced
work productivity, family conflict, and social instability
(Bedford, 2024; NGB, 2024).

These negative impacts disproportionately affect vul-
nerable populations, including young adults, low-income
households, and individuals with limited financial literacy.
Existing socio-economic disadvantages often magnify gam-
bling-related harm, making recovery more difficult while
increasing dependence on gambling as a perceived solu-
tion to financial hardship (Elem et al., 2024).

Mental health consequences are equally significant.
Gambling-related harm has been associated with anxiety,
depression, psychological distress, and suicidal ideation,
particularly among individuals experiencing prolonged fi-
nancial losses and social isolation. Although approaches to
estimating the social costs of gambling differ across stu-
dies, there is broad agreement that gambling imposes con-
siderable economic and societal burdens extending be-
yond affected individuals to families and communities
(Marionneau & Nikkinen, 2022; WHO, 2024; Hautamaki et
al,, 2025).

These findings underscore the importance of integra-
ting public health initiatives, financial education, psycho-
logical support, and community-based interventions to
reduce gambling-related harm among high-risk popula-
tions.

3.1.5 Regulatory, Governance, and Ethical Considerations

Given the growing complexity of digital gambling eco-
systems, effective regulation and governance are essential
for protecting consumers and reducing gambling-related
harm. Al-driven personalisation, cross-border online plat-
forms, and rapidly evolving digital technologies present
significant regulatory challenges that conventional gam-
bling policies often struggle to address (Kerti, 2025).

Regulatory frameworks should therefore extend be-
yond traditional consumer protection by incorporating al-
gorithmic transparency, responsible marketing practices,
data privacy safeguards, and ethical standards for Al
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deployment. Such measures can reduce opportunities for
manipulative targeting while strengthening public trust in
digital platforms (Islam et al., 2024; Bahangulu & Berko,
2025).

International experience further demonstrates the
importance of cross-border cooperation in regulating on-
line gambling, as digital platforms frequently operate ac-
ross multiple jurisdictions with differing legal frameworks.
Effective monitoring of illegal gambling operators, com-
bined with consistent enforcement mechanisms, remains
essential for protecting vulnerable consumers in increa-
singly globalised digital markets (Hornle & Zammit, 2010;
Kerti, 2025).

In addition to regulatory enforcement, preventive
strategies including public awareness campaigns, industry
self-regulation, responsible gambling education, and targe-
ted interventions for high-risk groups can substantially
reduce gambling-related harm. Accordingly, a comprehen-
sive governance model integrating legal, ethical, techno-
logical, and socio-economic perspectives is required to
promote responsible gambling while ensuring sustainable
development of the digital gambling industry (Internatio-
nal Chamber of Commerce, 2020).

3.2. Discussion

The main findings of this study reveal that gambling
has become an increasingly pressing issue in South Africa,
particularly with the rapid expansion of digital platforms
that make betting easy, immediate, and constantly acces-
sible (Badu, 2024; Bedford, 2024). These findings indicate
that within this environment, gambling often begins as ca-
sual participation but rapidly escalates due to basic cogni-
tive and behavioral triggers (Delfabbro & Winefield, 2000).
Substantively, these results address the research objective
by demonstrating how personalized online content, inclu-
ding influencer campaigns and gamified promotions, acti-
vely draws in young people and low-income individuals
(Gainsbury etal., 2016; Torrance et al., 2021). The meaning
of these findings shows that repeated exposure reinforces
distorted beliefs about winning, prompting continued
engagement and increased risk-taking, particularly on
platforms that are illegal or lightly regulated (Philander &
Gainsbury, 2021; Garcia-Pérez et al., 2024).

The emergence of these findings is highly influenced
by a combination of factors, arising from the interaction of
subject characteristics, aggressive marketing environ-
ments, and structural platform mechanisms. The pheno-
menon likely occurs because cognitive biases such as over-
confidence, illusions of control, and heuristic-driven judg-
ments distort how individuals perceive risks and rewards,
thereby increasing susceptibility to continued gambling
engagement (Lockton, 2012; Rockloff et al., 2024). In addi-
tion, technological factors such as Al-driven personaliza-
tion deliver content tailored to individuals’ prior gambling
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behavior, magnifying these cognitive biases and per-
petuating risky patterns (Chinnathurai, 2025; Karami et al.,
2024). This situation is severely worsened by exposure to
unregulated or illegal online platforms, which often opera-
te without safeguards, leaving users open to financial and
emotional harm (Savolainen et al., 2025). This indicates
that the relationship between psychological vulnerabili-
ties, Al targeting, and low financial literacy forms a com-
pounding mechanism that traps consumers (Elem et al,,
2024; NGB, 2024).

From a theoretical perspective, the findings of this
study strongly reinforce the assumptions of cognitive bias
theories and behavioral models within design frameworks.
The findings align with established psychological theories
stating that cognitive distortions like the "gambler's falla-
cy" or chasing losses override rational assessments of pro-
bability, causing irrational persistence despite negative
consequences (Abel et al., 2021; Chegere & Falco, 2025).
Furthermore, these results reinforce the clinical view that
gambling disorder shares overlapping neurobiological and
genetic features with substance-related disorders, justi-
fying its updated classification in the DSM-5 and ICD-11
(Vijayakumar & Vijayakumar, 2023). These findings sup-
port and extend the conceptual framework of consumer
vulnerability by demonstrating how modern Al personali-
zation algorithms systematically exploit heuristic-driven
decision-making in digital spaces (Mihai et al., 2025; Kabir
etal, 2025).

The findings of this study are consistent with previous
research reporting that excessive participation in digital
gambling is directly linked to severe individual and societal
consequences, including financial difficulties, debt accu-
mulation, reduced productivity, and family conflict (Willie,
2026). The results also confirm prior quantitative studies
showing a clear connection between high-risk gambling
and severe mental health problems, such as anxiety, de-
pression, and suicidal thoughts (Marionneau & Nikkinen,
2022; WHO, 2024). On the other hand, this study uncovers
a distinct divergence from traditional gambling literature
regarding risk management: while a majority of students
claimed moderate digital literacy, a stark contrast was
found as 76.4% still suffered significant psychological
stress and 56.6% experienced academic difficulties, pro-
ving that literacy alone is insufficient to mitigate modern
Al-driven gambling harms (NGB, 2025).

Unlike single-discipline investigations, this study of-
fers a comprehensive synthesis by successfully integrating
cognitive psychology, algorithmic marketing tactics, public
health outcomes, and regulatory governance into a unified
analysis. The strength of this study lies in its ability to map
how digital marketing architectures interact directly with
cognitive biases, producing a much more complete under-
standing of modern consumer vulnerability. The scientific
value of these findings is further strengthened because it
provides a solid empirical basis regarding the socio-eco-
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nomic burdens of gambling, highlighting how the digital
landscape actively amplifies existing inequalities among
low-income households and youth (Hautamaki et al., 2025;
Bolat et al., 2024).

This study expands existing understanding by expli-
citly revealing that consumer protection can no longer rely
on industry self-regulation or traditional literacy cam-
paigns alone. The obtained findings successfully fill a cri-
tical research gap, specifically by mapping the severe dis-
connect between digital risk awareness and actual online
gambling participation among young adults in developing
economies. These results provide a new perspective on the
relationship between technological personalization and
psychological exploitation; an area previously understu-
died in the South African context. By assessing both legal
framework limitations and the operational reality of illegal
digital platforms, this study enriches the literature through
a multi-level governance approach (Kerti, 2025; Islam et
al.,, 2024).

A deeper analysis of the findings indicates that the
relationship between technological advancement and
consumer harm is not simple, but rather driven by complex
socio-technical feedback loops. Based on the overall re-
sults, a new perspective can be developed: digital gambling
interfaces act as behavioral modification environments
where immediate digital feedback and gamification syste-
matically camouflage the true mathematical probability of
losing. This insight opens up a new conceptual model em-
phasizing that mitigating gambling-related harm requires
multi-level interventions that combine ethical Al deploy-
ment, algorithmic transparency, and cross-border regula-
tory enforcement rather than focusing solely on individual
consumer restraint (Bahangulu & Berko, 2025; Hornle &
Zammit, 2010).

Although the results demonstrate that cognitive bia-
ses and Al marketing are major drivers of high-risk beha-
vior, it is highly possible that external factors also influence
these findings. An alternative interpretation of the data
suggests that these behavioral patterns are heavily driven
by macro-economic crises; for instance, vulnerable, socio-
economically disadvantaged populations may turn to gam-
bling not merely due to cognitive distortions, but as a des-
perate, survivalist avenue for financial improvement du-
ring a severe cost-of-living crisis. Therefore, future re-
search is required to isolate these macroeconomic varia-
bles from psychological biases.

4. IMPLICATIONS AND CONTRIBUTIONS
4.1 Implications of the Review Study

The findings of this study provide theoretical impli-
cations for the study of digital gambling behavior and con-
sumer vulnerability by synthesizing that individual cogni-
tive biases interact dynamically with Al-driven marketing
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personalization algorithms to significantly amplify fi-
nancial risks and exacerbate socio-economic and mental
health harms. The findings of this study fill a literature gap
(specifically a conceptual gap) regarding the lack of an
integrated framework that explains the multi-dimensional
connection between technological features, psychological
vulnerabilities, and regulatory limitations in developing
economies.

4.2 Contributions of the Review to the Literature

The findings of this study contribute as a vital source
of new scientific knowledge in the fields of behavioral eco-
nomics, digital marketing, and public health by synthe-
sizing a new conceptual framework regarding the multi-
dimensional determinants of digital gambling harm that
can be used to comprehensively explain the socio-technical
mechanisms through which predatory digital platforms
exploit human heuristics to cause severe debt, family con-
flict, depression, and severe psychological distress among
vulnerable populations through the accumulation of fin-
dings from prior studies.

5. LIMITATIONS AND FUTURE RESEARCH DIRECTIONS
5.1 Research Limitations

This study has several limitations. First, the review
relies exclusively on secondary data from published lite-
rature, making its findings dependent on the quality, scope,
and methodological diversity of the included studies. Se-
cond, although the review integrates evidence from mul-
tiple countries, much of the available literature originates
from developed contexts, which may limit the generaliza-
bility of the findings to South Africa and other developing
economies with different socio-cultural, regulatory, and
technological environments. Finally, the narrative and sco-
ping review approaches provide a comprehensive concep-
tual synthesis but do not quantitatively assess effect sizes
or causal relationships between cognitive biases, Al-driven
marketing, and gambling behaviour.

5.2 Recommendations for Future Research

Future research should employ empirical and longi-
tudinal designs to examine how specific cognitive biases
influence gambling behaviour across different demogra-
phic groups and digital gambling environments. Quantita-
tive approaches, such as structural equation modelling, ex-
perimental studies, or longitudinal surveys, could provide
stronger evidence regarding causal mechanisms linking
cognitive biases, Al-driven personalization, financial vul-
nerability, and mental health outcomes. Furthermore,
comparative cross-country studies and evaluations of re-
gulatory interventions are needed to assess the effecti-
veness of responsible gambling policies, ethical Al gover-
nance, and consumer protection strategies in reducing
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gambling-related harm within rapidly evolving digital
gambling ecosystems.

6. CONCLUSION

This study examined the role of cognitive biases in
shaping gambling behaviour and consumer vulnerability
by synthesizing evidence from psychological, technolo-
gical, socio-economic, and regulatory perspectives. The fin-
dings demonstrate that cognitive biases, including the illu-
sion of control, overconfidence bias, the gambler's fallacy,
and heuristic thinking, significantly distort risk perception
and decision-making, thereby increasing the likelihood of
persistent gambling and risky financial behaviour. These
psychological mechanisms are further reinforced by Al-
driven personalization, gamified digital environments, and
targeted digital marketing, particularly among vulnerable
populations such as young adults, low-income individuals,
and those with limited financial literacy.

The review further reveals that gambling-related
harm extends beyond individual behavioural outcomes to
broader socio-economic and public health consequences.
Financial losses, debt accumulation, psychological distress,
family conflict, and widening social inequalities are inten-
sified by aggressive marketing practices, exposure to ille-
gal or unregulated gambling platforms, and insufficient re-
gulatory oversight. Addressing these complex challenges
requires a comprehensive approach that integrates res-
ponsible Al governance, ethical digital marketing, consu-
mer protection, financial literacy, public health initiatives,
and stronger regulatory enforcement to reduce gambling-
related harm effectively.

This study contributes to the existing literature by
providing an interdisciplinary synthesis that connects cog-
nitive psychology, artificial intelligence, consumer beha-
viour, and regulatory governance within a unified frame-
work for understanding gambling behaviour. The findings
offer valuable insights for policymakers, regulators, public
health practitioners, and gambling operators in designing
evidence-based interventions and responsible gambling
policies. Moreover, this review establishes a conceptual
foundation for future empirical research on ethical Al im-
plementation, cross-border gambling regulation, and tar-
geted intervention strategies aimed at protecting vulnera-
ble populations while promoting a safer and more sustai-
nable digital gambling environment.
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